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Human Factor Authentication

Eliminate passwords. Stop credential compromise.

|ldentify the human behind the device.

Verified plus Okta delivers Human Factor Authentication (HFA) that combines secure 8 O % +

FIDO2 passkeys with strong cloud biometric identity assurance, to verify the human

behind the device. HFA fortifies 'something the user has’ with 'something the user is’ to of data breaches
protect work platforms from unauthorized access and lateral movement of bad actors, are caused by
with truly portable, NIST and FIDO2 compliant authentication. compromised
credentials and
Deploy unphishable passwordless authentication—on any desktop or mobile failures of Iegacy MFA
device, and everywhere your employees, contractors, and partners work. \ J

Transform Enterprise Security With Human Factor Authentication

Strong Identity Assurance

Always know it’s your authorized user - not just their device.
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t Throw away identity assumptions with FIDO2 passkeys, bound

with a biometric chain of trust.
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n _____ , Portable Identity
|
i Deliver the portability your workforce demands, using any
E authorized mobile device or desktop. Securely enroll additional
a
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devices anywhere, with no help desk hassles.

Secure Account Recovery
authID binds a user’s identity to their passkeys, creating Protect against unauthorized access. Eliminate weak recovery

a portable Account Biometric that can recover identity methods. HFA's cloud biometrics frictionlessly reaffirm user

. . identity in the event of lost, stolen or replaced devices.
context, at any time, on any device.

Zero Trust Comply with EO-14028 in minutes with HFA's unphishable authentication. Invoke HFA anywhere

Access

on your network to protect on-prem or cloud resources with zero trust authentication.
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authiD Inc. (NASDAQ: AUID) is a provider of secure human factor authentication. 'N\' HUMAN FACTOR
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How Verified HFA Works

Eliminate passwords. Stop credential compromise.

With a quick, secure cloud biometric enrollment of their selfie, workforce users then enroll their device with a cryptographic passkey.

Verified’'s FIDO2 passwordless authentication allows employees to login with the secure device-biometric technologies, including Windows

Hello, Apple FacelD and TouchlD, and others.
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In especially high-risk situations or where compliance requires an
additional audit trail, such as accessing sensitive data or systems,
authID HFA combines passkeys and device biometrics with live Account

Biometrics, adding a second factor to verify the user behind the device.

Quickly Launch and Manage Verified

Workforce Benefits:

« Stop Phishing & Credential Compromise
» End MFA Fatigue

« Securely enable BYOD

- Enhance Productivity

« Secure Account Recovery

Enterprise Benefits:
- End Lateral Movement by Bad Actors

- Improve adoption of shared devices

« Accelerate the move to Zero Trust

 Lower TCO & Help Desk Costs

authlD’s integration with Okta secures the legacy, cloud and SaaS systems that run your organization, without complex provisioning needs.

Verified + Okta protects against unauthorized access and data compromise dynamically - across your enterprise.
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Passkeys + Access Policy
Biometrics Management
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Try Verified Today. Learn more at www.authid.ai. Contact us at +1 (516) 274-8700 or email us at sales@authid.ai . 'N\’
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